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whoami

e AS7480 owner & operator

e Internet geek

e Research Assistant at National University of Singapore (NUS)
e Ex SRE Intern at LINE Taiwan

e APNIC/APSIG Fellow Alumni

e Focus on IDC, Border Network or other Layer-3 Protocol
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steveyiyo@steveyiyo-testvm:-$ curl ipinfo.io
{

"ip": "44.31.73.1",

"city": "Taipeir”,

"region”: "Taiwan",

"country”: "TW",

"loc": "25.0478,121.5319",

"org": "AS7480 STEVEYI NETWORK",

"timezone": "Asia/Taipel’”,

"readme” : "https://ipinfo.ioémissingauth"



My traceroute [v0.94]
crl-tpe.steveyi.net (103.69.92.110) -> nasa.cs.nycu.edu.tw 2024-05-24T719:11:04+0000
Ieys: Help Display mode Restart statistics Order of fields quit

Packets Pings
Host Loss¥ Snt Last Avg Best Wrst StDev
1. AS945 agg.tp.ip.wakuwaku.co (74.122.39.0) 0.0% 5 0.1 0.1 0.1 0.2 0.0
2. AS?77? 11-222-163-203-static.tpix.net.tw (203.163.222.11) 0.0% 5 0.4 0.5 0.3 0.6 0.1
3. AS9505  175-41-58-145.twgate-ip.twgate.net (175.41.58.145) 0.0% 5 0.8 1.0 0.8 1.9 0.5
4. AS9505 203-78-181-246.twgate-ip.twgate.net (203.78.181.246) 0.0% 5 0.7 0.7 0.6 0.7 0.0
5. AS9505 203-160-226-14.twgate-ip.twgate.net (203.160.226.14) 0.0% 4 2.3 2.5 2.3 31 0.4
6. AS18185 211.76.255.193 (211.76.255.193) 0.0% < 2.3 24 2.3 2.8 0.3
7. AS9916  140.113.0.77 (140.113.0.77) 0.0% < 2.3 2.3 2.3 2.4 0.0
8. AS9916 140.113.3.177 (140.113.3.177) 0.0% 4 3.0 2.9 2.8 3.0 0.1
9. AS9916 140.113.3.241 (140.113.3.241) 0.0% 4 3.2 3.3 3.2 3.4 0.1
10. AS9916 nasa.cs.nctu.edu.tw (140.113.17.32) 0.0% 4 2.8 2.9 2.8 2.9 0.0
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sudo ip route add 8.8.8.0/24 via 10.1.1.1 dev ethO0
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IPv4 A9 SRR

» RFC 1918 (Private Network IP Address)
 SNAT (or NAT Forwarding)
 DNAT (or Port Forwarding)
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* IGP (Interior Gateway Protocols)
« OSPF
* RIP
 |S-IS
* EIGRP

« EGP (Exterior Gateway Protocols)
* BGP

IGP carries infrastructure links and loopbacks, while BGP is
used for carrying Internet and customer prefixes.




Hello, this is FRRouting (version 9.1).

I G P ° OS P F (o pe n Copyright 1996-2005 Kunihiro Ishiguro, et al.
°

crl-tpe.steveyi.net# show ip ospf vrf vrf_INTERNAL database

Shortest Path First)

OSPF Router with ID (10.37.2.254)

Router Link States (Area 0.0.0.1)

A > Link ID ADV Router Age Seg# CkSum Link count
AT EEE )
® /= 1-|_ Pt OSPF ? 10.37.1 10.37.1.254 504 0x800001b3 0x9d3b 1
10.37.2 10.37.2.254 473 0x800001b4 Ox02cd 1

® %E/l\ I—SA Net Link States (Area 0.0.0.1)
® 'f%ﬁﬁ DIJ kStra %5%%1_%%%5&%{[% | ADV Router Age Segi CkSum

10.37.1.254 1664 0x800001af 0xd810

o @iﬁ%uﬁ AS External Link States

> ‘/\j( U Zl\_—lzg Link ID ADV Router Age Segt CkSum Route
® i@% ﬁ: :tll\é nm 10.37.0.0 10.37.2.254 593 0x800001b0® 0x7d31 E2 10.37.0.0/24 [0x0]
10.37.1.0 10.37.1.254 674 0x800001laf Ox7b34 E2 10.37.1.0/24 [0x0]
10.37.1.254 19.37.1..254 1124 0x800001af ©Ox852b E2 10.37.1.254/32 [0x0]

10.37.4.0 10.37.2.254 433 0x800001b@ 0x5159 E2 10.37.4.0/24 [0x0]
103.69.92.119 10.37.2.254 213 0x800001b@ ©0x9bcl EZ2 103.69.92.119/32 [0x0]

crl-tpe.steveyi.net# I




steveyiyo@crl-tpe:-$ sudo tcpdump -i vlanl383 ip proto ospf -v -n
tcpdump: listening on vlanl383, link-type EN1OMB (Ethernet), snapshot length 262144 bytes
21:33:22.699532 IP (tos Oxc@, ttl 1, id 41036, offset @, flags [nhone], proto OSPF (89), length 72)

10.37.2.2 > 224.0.0.5: OSPFvZ, Hello, length 52

4
OSPF Egg$igflﬁﬁi5! Router-ID 10.37.1.254, Area 0.0.0.1, Authentication Type: none (@)
L A A=~ Options [External]

Hello Timer 1@s, Dead Timer 40s, Mask 255.255.255.0, Priority 1
Designated Router 10.37.2.2, Backup Designated Router 10.37.2.254
Neighbor List:

10.37.3.254
10.37.2.254
e Hello packets 21:33:22.699553 IP (tos @xc@, ttl 1, id 41037, offset @, flags [none], proto OSPF (89), length 84)
3 10.37.2.2 > 224.0.0.5: OSPFv2, LS-Update, length 64
O E%EE%%ZF&E*E{Q/E\U © Router-ID 10.37.1.254, Area 0.0.0.1, Authentication Type: none (@), 1 LSA
LSA #1
® LS‘U pdate Advertising Router 10.37.1.254, seq 0x800001b3, age 1ls, length 16

- 2 > v o Router LSA (1), LSA-ID: 10.37.1.254
o AHAFREHZR Z MIRVSEERARRE o ot cnes TExte il
Router LSA Options: [ASBR]
Neighbor Network-ID: 10.37.2.2, Interface Address: 10.37.2.2
topology default (@), metric 1
21:33:23.270099 IP (tos Oxc@, ttl 1, id 14621, offset @, flags [none], proto OSPF (89), length 72)
10.37.2.254 > 224.0.0.5: OSPFv2, Hello, length 52
Router-ID 10.37.2.254, Area 0.0.0.1, Authentication Type: none (@)
Options [External]
Hello Timer 1@s, Dead Timer 40s, Mask 255.255.255.0, Priority 1
Designated Router 10.37.2.2, Backup Designated Router 10.37.2.254
Neighbor List:
10.37.1.254
10.37.3.254

sudo tcpdump -i vlan1383 ip proto ospf
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Source: https://www.computernetworkingnotes.com/ccna-study-guide/igp-egp-and-autonomous-system-explained.html



BGP

Origins

AS9916

National

Realtime Data

(140.113.0.0/16)

Tier 1 ISPs

> AS7018

AT&T

> As701

Verizon
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Liberty
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Cogent
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»
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AS3257
GTT

AS3356

Lumen

AS3320
DTAG

AS18185
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AS9505

Taiwan

A

AS5511

Orange

e

AS12956

Telxius

AS6453
TATA

AS2914
NTT

Border Gateway Protocol
RFC 4271

EAELfth ASN XIS
IBGP & eBGP
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https://bgp.tools/prefix/140.113.0.0/16#connectivity


https://bgp.tools/prefix/140.113.0.0/16#connectivity

A : ; N Responsible organisation: Tsung-Yi Yu

Abuse contact info: abuse@steveyi.net

Highlight RIPE NCC managed values

aut-num: AS60614
° g AN ?r\ gﬁZF _?_ as-name: TsungYi-Yu Update object RIPEstat (£
/8 73N imJLiv 3bu

org: ORG-TY18-RIPE
descr: SteveYi Network Service
remarks: = = 006——————————————
° Eﬂ* RI R ﬁﬁa remarks: Website: https://network.steveyi.net/
remarks: Looking Glass: https://lg.steveyi.net/
remarks: PeeringDB: https://www.peeringdb.com/asn/60614
. }'J-{\ BGP -:-ﬂ:EgEE remarks:  ---———mmmee
% N B O admin-c: YT1698-RIPE
tech-c: YT1698-RIPE
status: ASSIGNED
mnt-by: RIPE-NCC—END-MNT
mnt-by: STEVEYI-MNT
created: 2020-12-18T16:09:01Z
last-modified: 2021-01-15T04:45:03Z c
source: RIPE

sponsoring-org: ORG-ISD13-RIPE

RIPE Database Software Version 1.100
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(O] ® steveyiyo — jackcooku®@lab-router: ~ — ssh jackcooku@10.121.210....

jackcooku@lab-router:~$ whois —h whois.radb.net 8.8.8.0/24 ()
route: 8.8.8.0/24
descr: Google

origin: AS15169

notify: radb-contact@google.com

mnt-by: MAINT-AS15169

changed: radb-contact@google.com 20150728

source: RADB

route: 8.0.0.0/9 .
descr: Proxy-registered route object ® Route ObJeCt
origin: AS3356

remarks: auto-generated route object

remarks: this next line gives the robot something to recognize

remarks: L'enfer, c'est les autres o AS—SET
remarks:

remarks: This route object is for a Level 3 customer route

remarks: which is being exported under this origin AS.

+ RIR/RADB /ALTDB
remarks: This route object was created because no existing

remarks: route object with the same origin was found, and

remarks: since some Level 3 peers filter based on these objects

remarks: this route may be rejected if this object is not created.

remarks:

remarks: Please contact routing@Level3.net if you have any

remarks: questions regarding this object.

mnt-by: LEVEL3-MNT

changed: roy@PLevel3.net 20060203

source: LEVEL3

jackcooku@lab-router:~$ [J




BGP Filter

U Route Validator

Validating route 8.8.8.0/24
from origin AS15169

+V Valid

1 covering ROA found

Covering ROAs:
Trust Anchor Prefix Max Length ASN Expiration

ARIN 8.8.8.0/24 24 15169 in 7 years

The RPKI Portal is made available solely for informational purposes.

Match

v

RPKI
RFC 3779
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BGP Community

o HFAS BITER *» BE T WHOIS ~ PeeringDB Z{48uL_ EAE o ZF49> AS B AREREA ©
o MAAMIZEECERHA » =H] BGP FREERE o
o EmiEiARY
o Standard Community : FHMIZB24HAK » 804 ASN:AUES (e.g. 7480:100) ©
o Extended Community : & B MPLS VPN
o ERHFEAZEA
o WERHAMNES . URHFHRAIFENEXIME » SR IEEEHEM AS B o
o FHEIRHESLAR . BETANERBTILERE E =B LOCAL_PREF ©
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R RMBE > RAEREHE?

e A VPN Tunnel
o WireGuard
o GRE
o SIT
- {E= VPN & & 1]

. Bﬁ Wis A eefE{EHERER Port K E&
o IicAEZEZ VPN Endpoint




%&=2 VPN Endpoint ? 3B 2B ?

gi B 51 Prefix &7 VPN &1Z8 Endpoint

e.g. &% VPN Server IP & 10.0.0.1 > #&3B5% Tunnel E1TEH > WES
10.0.0.0/24 - B EHZEEMEE VPN Interface » #E—F 1% Internet BB o

1l



W{rIAERERHRE =R ?

e M VRF (Virtual routing and forwarding)
o {FFAAFAEERH (e.g. sudo ip route add 10.0.0.1/32 via X.X.X.X)




HEE2 VRF ?

e Virtual routing and forwarding

o R INHRMERERE > BEATE
o ® A MPLS &
o BE NEEM—a¥iExEL

o E.g. AILLiFiEE main table ZE{ERY VPN Interface &% VRF AEF
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TTL (Time to Live)

Client Router Router Router Destination Host

@ @ @
D [ o F@{ oo — sowe —— titi1n11]

4 Time To Live (TTL) = 1| " N
@ ® ® o EXEIEE—K > TTLIR
D [ oo — oo F oos —— it | o

4 Time To Live (TTL) = 2 | [ BEJJ:E%EEE_Q?E\?%%E J ﬁ_;‘|;
©__o 110 45 IR 841025 PR AR R 38
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4 Time To Live (TTL) =3 |

@ @

. @

4+ Time To Live (TTL) =4 |




I o ILEIR TTL 74 64 > KBS ENRATRE K 55 ©

steveyiyo@steveyiyo-testvm:-$ ping nasa.cs.nycu.edu.tw -b -c 2
PING nasa.cs.nycu.edu.tw (140.113.17.32) 56(84) bytes of data.
64 bytes from nasa.cs.nctu.edu.tw (140.113.17.32): icmp_seg=1 ttl=51 time=3.60 ms
64 bytes from nasa.cs.nctu.edu.tw (140.113.17.32): 1cmp_seqg=2 ttl=51 time=3.67 ms

--- nasa.cs.nycu.edu.tw ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001ms

rtt min/avg/max/mdev = 3.600/3.635/3.670/0.035 ms
steveyiyo@steveyiyo-testvm:-$ I




o B Qut A TTL 64
o I INATTL51

steveyiyo@steveyiyo-testvm:~/sonic-buildimage$ sudo tcpdump -i any host 140.113.17.32 -v
tcpdump: data link type LINUX_SLLZ
tcpdump: listening on any, link-type LINUX_
19:16:50.843181 eth® Out IP (tos 0x0, ttl

44 .31.73.1 > nasa.cs.nctu.edu.tw: ICMP
19:16:50.846771 eth®@ In IP (tos 0x0, ttl

nasa.cs.nctu.edu.tw > 44.31.73.1: ICMP
19:16:51.844903 eth® Out IP (tos 0x0@, ttl
44 .31.73.1 > nasa.cs.nctu.edu.tw: ICMP
19:16:51.848496 eth®@ In IP (tos 0x0, ttl
nasa.cs.nctu.edu.tw > 44.31.73.1: ICMP

SLLZ2 (Linux cooked v2), snapshot length 262144 bytes

64, id 8037, offset @, flags [DF], proto ICMP (1), length 84)
echo request, 1d 49229, seq 1, length 64

51, id @, offset @, flags [DF], proto ICMP (1), length 84)
echo reply, 1d 49229, seq 1, length 64

64, i1d 8268, offset @, flags [DF], proto ICMP (1), length 84)
echo request, 1id 49229, seq 2, length 64

51, id @, offset @, flags [DF], proto ICMP (1), length 84)
echo reply, 1d 49229, seq 2, length 64




FRRouting E&H 23

Hello, this is FRRouting (version 9.1).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

° E% e BG P ,%EE% ) /E\ ﬁ{m AS 3‘5*&&% EE o cri-tpe.steveyi.net# show bgp vrf vrf_PUBLIC summary

IPv4 Unicast Summary (VRF vrf_PUBLIC):
BGP router identifier 103.69.92.110, local AS number 7480 vrf-id 26

o 1ZHI=1E AS Neighbor SEERVES o I v

Peers 9, using 181 KiB of memory

7/, g‘r_l | E z Neighbor v AS MsgRcvd MsgSent  TblVer InQ OutQ Up/Down State/PfxRcd Desc
o 'f —_l' T = o o 145.2 4 7480 ) ) @ 0 0 never Connect N/A
.69.92.33 4 945 8034180 9275 13245659 @ @ 6d10h17m 796606 AUGUST
.69.92.37 4 48024 ) ) @ 0 0 never Active NEROCLOUD
: == VA 9 j—z—l .69.92.39 4 38254 6805 4574420 13245659 0 0 14:00:34 1 951582 ITLAB
() Fﬂa /},?\ J) ;l\% 1 b 1E &"ﬁ @) .69.92.43 4 212358 ) ) @ 0 0 never Active DA21510
.69.92.51 4 7480 5023863 5036831 13245659 @ @ 6d10h17m @ 951582 RR-TPE
.92.53 4 208137 9263 5074739 13245659 @ @ 6d10h17m 1 951582 LINLEE
.172.40.158 4 983 ) ) [} ) ) never Connect @ AKARI
.18.24.177 4 174 1712399 9420 13245659 @ @ 6d10h17m 916093 6 COGENT

Total number of neighbors 9

IPv6 Unicast Summary (VRF vrf_PUBLIC):

BGP router identifier 103.69.92.110, local AS number 7480 vrf-id 26
BGP table version 2818238

RIB entries 388785, using 36 MiB of memory

Peers 5, using 101 KiB of memory

Neighbor AS  MsgRcvd  MsgSent  TblVer 1InQ OutQ Up/Down State/PfxRcd  PfxSnt Desc
2001:df2:5741:2::2 945 4449693 9267 2818238 4 0 6d10h17m 204909 4 AUGUST
2001:df2:574 7480 1319284 1335982 2818238 @ 6d10h17m @ 205421 RR-TPE
2402:4480:2:6: H 174 953874 9265 2818238 @ 6d10h17m 180150 4 COGENT
2407:cdc0: eeee : 983 [/ [/ 0 0 never Active 0 AKARI
2602:feda:d90:2:: 38254 6790 1084636 2818238 0 14:00:34 1 205421 ITLAB

Total number of neighbors 5



Lab01: Install FRRouting

# Install dependencies
sudo apt update && apt upgrade -y

sudo aptinstall -y curl gnupg2 traceroute

# Import Source and add the GPG Key

curl -s https://deb.frrouting.org/frr/keys.asc | sudo apt-key add -

FRRVER="frr-stable”

echo deb https://deb.frrouting.org/frr $(lsb_release -s -c) SFRRVER | sudo tee -a /etc/apt/sources.list.d/frr.list

# Install FRRouting and enable all feature
sudo apt update -y && sudo apt install -y frr frr-pythontools
sudo sed -i "s/=no/=yes/g" [etc/frr/daemons

sudo systemctl start frr



Lab01: Install FRRouting

# Enable IP Forwarding sudo sysctl -p

echo"
net.ipv4.conf.all.forwarding = 1
net.ipv4.conf.a[[_forwarding =1 net.ipv6.conf.all.disable_ipvo = 0
het.ipv6.conf.default.disable_ipv6o
net.ipv6.conf.all.disable_ipv6 =0 net.ipv6.conf.lo.disable_ipv6 = O
. . . net.ipv6.conf.default. forwarding =
net.ipv6.conf.default.disable_ipv6 =0 ek, {pve.conf.all. Forwarding & 1

net.ipv6.conf.all.proxy_ndp = 1
het.ipv6.conf.all.accept_ra = 2

net.ipv6.conf.lo.disable_ipv6 =0

net.ipv6.conf.default.forwarding =1

net.ipv4.conf.all.forwarding = 1

net.ipv6.conf.all.forwarding =1 net.ipv6.conf.all.disable_ipv6 = @
) net.ipv6.conf.default.disable_ipv6
net.ipv6.conf.all.proxy_ndp=1 net.ipv6.conf.lo.disable_ipv6 = 0

net.ipv6.conf.default.forwarding =
net.ipv6.conf.all.forwarding = 1
net.ipv6.conf.all.proxy_ndp = 1
net.ipv6.conf.all.accept_ra = 2
root@crl-tpe:~# I

net.ipv6.conf.all.accept_ra =2

" | sudo tee -a /etc/sysctl.conf

sudo sysctl -p



Lab01: Install FRRouting

# Enter the FRRouting interactive CLI
sudo vtysh

steveyiyo@crl-tpe:-$ sudo vtysh

Hello, this 1s FRRouting (version 9.1).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

crl-tpe.steveyi.net# I
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CI/CD?

- VAR UABFEMN A2
- %S
- ESTAIE (Unit testing)
- BE RIS (Integration testing)
- BRE
- MEE
- ARZSEEHR
. - AREMRARIS EIRVTHAE » EF CI/CD TR UM E] !



TRM CI/CD IR

GitHub Action, GitLab Cl, Jenkins, Drone CI ...
Q : B EBEET BARIEANE ?

A . ERBCRISIREY TEFEE » MREBAEE S#EsE Cl fAfkes
s FZEEGER GitHub Action » M#&FC VPN 2REBEARFS I B SR EAkes

RECEZNERALZEZEE > FIMABEC host I !



Ak ARR =2 EEEFIA CI F 2

- Cl BZTEMEEEHEE (Trigger)
- EREEE e.g. BENFER
- Git BYRRZASEUEE e.g. push FTBY commit
- Git $ThR > #EITHRAEHT e.g. iFFHVEN I E DR IRES
- Docker Image 116 ~ Eri#sE A » BSRAEESE...



% DevOps ESERHIFHERS ?

F]A Unit Test & Integration testing FE{RAT S TEHR o

7 Docker FIRATHAIFE KR » —JIEE & Merged B EIRIE L o
MURRTVEWTT > FREEERIER o

FIFB Git ZRIZEE| AR AR o

... SDN #3i&

#f31E CI/CD f#sR » RGP U BuLEARES 20
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Container REHIEMER
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Docker {SEFHEEH)

o TEIFHZESTALTE > $TEL%A Docker Image ©
o %Ei@ Linux Shell I ABREZRAEHIAER ©
e e.g. OpenVswitch, Mininet, BGP Routing, FRRouting, etc ...



ABEE Cl RIEEREEEMIE ?

& Dockerfile %o docker_images_build.yml 2 X

.github > workflows > %z docker_images_build.yml
You, 19 seconds ago | 1 author (You)

name: Docker image build

on:

e GitHub Action & o
o FHBYAMLIERTEZ CIINITERNS » B811F -

docker:

IR (BB commit push E4FE branch)

steps:
— name: Set up QEMU

$ﬂ?ﬁf§iﬁ (U bu ntu 20.04) uses: docker/setup—gemu-action@vl
i 2 name: Set up Docker Buildx
THIER (BABBEETE 176 L) ShLe
oo |3 4= rsalA YaXaxRaxy ne: Log in to Docker Hub
\ M ] e: ${{ secrets.DOCKER USERNAME }}
B tag docker image BT e o

1ame: Logln

O O O O O

ie: ${{ secrets.STEVEYI_DOCKER_REGISTRY_USERNAME }}
i: ${{ secrets.STEVEYI_DOCKER_REGISTRY_PASSWORD }}
— name: Build and push Docker images
ses: docker/build-push-action@v2.10.0
with:

T3 {BAER » BB Docker Image Build 26 > ¥TEI5ThE LERIRSREERETS o i

tags: steveyiyo/linebot:latest




= O steveyiyo / test_linebot

> Code I Pullrequests () Actions ] Projects [11 Wiki ) Security Insights {53 Settings

: ycker imac

@ feat: init github action #1 Re-run all jobs Latest #2 ~

(7) Summary
docker

Jobs

@ docker

n details
{9 Usage

59 Workflow file

]
@
@
©
o
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©
©
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o THEEEAE  MEBEREIHITHRNER -
o c.g [FAIEINREETAE » FTERL Docker Image & » F&1F| SSH AFITIERAEEIES ©



B4 SSH Key

steveyiyo@MacBook-Air-3 CI_Test % ssh-keygen -t rsa -b 4096

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/steveyiyo/.ssh/id_rsa): ./id_rsa
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in ./id_rsa

Your public key has been saved in ./id_rsa.pub

The key fingerprint 1is:

() SSh—keygen SHA256: ebbfeciM7n+toMfeST62/z//RGb48920gbI7VViNIxk steveyiyo@MacBook-Air-3.local
~ — The key's randomart image 1is:
A N 4,—5EB
o NMEBHEEZBI1TERE §~==[RSA 4Q96]~~--#

I o |
I (o] o]
I o .+|
I .0. |
I _—
I —
I 0 +=.0 40|
I *0.++BBB|
I +*+0B*==A|

+----[SHA256]



<{> Code

() lIssues

§9 Pullrequests (») Actions [ Projects

63 General

Access

Ay Collaborators

Code and automation
£+ Rules

() Actions

&5 Webhooks

S Codespaces

{5 Pages

Security
@) Code security and analysis
J2 Deploy keys
Secrets and variables
I Actions
Codespaces

Dependabot

Integrations
(@) GitHub Apps

£49 Email notifications

@ Security

Actions secrets [ New secret

Name *

|~ Insights

SSH_PRIVATE_KEY

Secret *

53 Settings

----- END OPENSSH PRIVATE KEY-----

Ll

Add secret
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%, workeryaml X

o TxCIIFRE
o Tt SSH Private Key
o ¥1T SSH EIZK/IES

* EE A EIMERY SSH Public Key MNE& iR

i

.github > workflows > %5 worker.yaml
name: Run SSH Commands on Remote Server

on: [push]

jobs:
ssh—command:
runs—on: ubuntu-latest
steps:
— name: Install SSH Key
run: |
mkdir —p ~/.ssh
echo "${{ secrets.SSH_PRIVATE_KEY }}" > ~/.ssh/id_rsa
chmod 600 ~/.ssh/id_rsa
echo "Host %" >> ~/.ssh/config
echo " StrictHostKeyChecking no" >> ~/.ssh/config
echo " UserKnownHostsFile=/dev/null" >> ~/.ssh/config
- name: Execute Command via SSH
run: ssh steveyiyo@44.31.73.1 'who'



WNRE:R Cl HiZdSIRIZEPE L X

ssh-command
succeeded 2 minutes ago in 4s

> @ Setupijob

Install SSH Key

s s Execute Command via SSH
o Cl#EZRRim SSH F 1
+4 /= A YRun ssh steveyiyo@44.31.73.1 'who'
* #;l,’f__l- Who j:E ~ ssh steveyiyo@44.31.73.1 'who'

shell: /usr/bin/bash -e {0}
Warning: Permanently added '44.31.73.1' (ED25519) to the list of known hosts.
steveyiyo pts/1 2024-05-18 19:48 (tmux(8556).%2)
steveyiyo pts/2 2024-05-18 19:47 (tmux(8556).%1)

Complete job

Cleaning up orphan processes
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o EIAEILE(RAY Cl £ T {ERFE1E VPN !
o BITTERHERZE Cl Worker » #BREZRMRE o * Zo =2 Self Hosted



NRFBVE IR SSH EHEEE VPN Ei% ?

Actions secrets [ New secret

Name *

e % WireGuard Config #7i&3# Secret WG_CONFIG
o DNSAIERAIANG » BURRMEEIRIBRIZIN  secret:
o MTU BURIRHBERIRIE (nterface]
/5 2z rivatekey = (D
o AllowedIPs F18% 0.0.0.0/0 > TRIEEKIE | raows - ogmmms
DNS = 8.8.8.8
MTU =1376
[Peer]

Publickey = (D
AllowedIPs = 10 (D




WNRFZLBVEG SSH EHEF1B VPN ##% ?

%, worker.yaml %a wireguard.yaml

.github > workflows > %, wireguard.yaml
You, 1 second ago | 1 author (You)
name: Setup WireGuard VPN

on:
push:

branches:

- main

LA Ubuntu &=#rRR{EZA Worker .

setup-wireguard:

ﬁé—% WireGuard & Open Resolv runs-on: ubuntu-latest

steps:
k2 i o . - name: Checkout code
;'T':ﬁi WI reG U a rd CO nfl g uses: actions/checkout@v2
1T R '
3"; ‘[__l- % name: Install WireGuard

run: sudo apt-get install -y wireguard

: Install Open Resolv
sudo apt install openresolv

name: Setup WireGuard Configuration

run: |
echo "mwwv}ll" | sudo tee /etc/wireguard/wg@.conf > /dev/null
sudo wg—quick up wg@
sudo wg show

name: Run Tests

run: |
ping 10.37.0.1 -c 5
curl ipinfo.io




v @ Run Tests
» Run ping 10.37.0.1 -c 5

PING 10.37.0.1 (10.37.0.1) 56(84) bytes of data.

64 bytes from 10.37.0.1: icmp_seq=1 tt1=62 time=395 ms

64 bytes from 10.37.0.1: icmp_seq=2 tt1=62 time=247 ms

64 bytes from 10.37.0.1: icmp_seq=3 tt1=62 time=248 ms

64 bytes from 10.37.0.1: icmp_seq=4 tt1=62 time=247 ms

10 64 bytes from 10.37.0.1: icmp_seq=5 ttl1=62 time=247 ms

11 --—- 10.37.0.1 ping statistics ——-

12 5 packets transmitted, 5 received, 0% packet loss, time 4001ms
13 rtt min/avg/max/mdev = 247.415/276.928/394.772/58.921 ms

O 00 N O U N =

14 % Total % Received % Xferd Average Speed Time Time Time Current
15 Dload Upload Total Spent Left Speed
16 0 0 0 0 0 0 () e e e i 0
17 100 263 100 263 0 0 7317 0 —i1——i—— —il——i1—— ——i1——:1—— 7514
18 {

19 *ip*: "20.55.15.212";

20 "city": "Washington",

21 "region": "Virginia",

22 *country“: “UsY;

23 *loc”: “38.7135,-78.1594";

24 "org": "AS8075 Microsoft Corporation",

25 *postal®: ©22747",

26 "timezone": "America/New_York",

27 "readme": "https://ipinfo.io/missingauth"

28 1}
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o TEAXREBIPEA > BRTHE SRE B BEHARLIN » EFEHEIT R0 EE - S{EREFX
BEFRNER - BEA...
e Infrastructure SRE
o HEEEMN > SRR « IRAZS » ARBUREEESL - BEEE—
HEFIRIERXRERIE © e.g. Cloudflare, Google, Meta, etc.
e Platform SRE
o HBEFELIFZE | #HERIBLEZIRIE - EEREM_LES| SaaS RFS » IRIEHEM
EfxERRYN VM, S3, CDN, k8s cluster, GitLab, Harbor, etc.
e Application SRE

o EEEFERAEEERRNER NPT RMELFEARES - BRI RiIR
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o BURME(IIRAE: » BEHEREAIPE RAEEET » BRI FEZEERRIE
AE R HVARES o
e 1%ZJ JD (Job Description) > BEEHZ !



Cl/CD, DevOps £1 SRE BYRRHE ?

o DevOps M SRE #B &5 e E ExAs i 35 A4 E RN RR
o CI/CD MIZRIEIRRERE -~ IBERERES M © [ARF12 DevOps M SRE 27 T AR
12 > FEREEE A LUFE - BEtEE « BIElkElE -
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Thank You!



